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– Risk is the possibility of something bad happening; potential for uncontrolled loss of 

something of value. 

– Due Diligence is the investigation or exercise of care that a reasonable business or 

person is expected to take before entering into an agreement or contract with another 

party.

– Risk Due Diligence is the start not the end of Third Party Risk Management

What is Risk and Due Diligence
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Why is this important?
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– The Goldilocks conundrum of risk management…

– Not too much, not too little, just right

– There are risks associated with being too slow 

or not being agile enough

– The balance can change over time

The challenge to our industry…
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– By taking steps to manage third party risk, we can:

– Protect our brand and reputation

– Be known as a responsible business

– Be assured we and our third parties conduct our business ethically and in line with our values and 

principles

– Avoid the penalties and consequences of getting it wrong

The Prize
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How can we define risk?
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Regulatory

Commercial

OperationalReputational

Company 
Specific

– Risk of potential financial loss 

for the company

– Risk of not adhering to regulatory expectations

– Risk of reduced ability to operate 

our business

– may impact recruitment 

(patient & staff), share price, 

investor outlook, sales, trust

– eg adherence to 

Corporate Integrity 

Agreements

Source of risk



– What elements contribute to the presence of and magnitude of risk?

– We can distil down to three key elements

Measurement of Risk
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– What elements contribute to the 

presence of and magnitude of risk?

– We can distil down to three key 

elements

Measurement of Risk
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Risk

Spend

Activity

Geography



– Key driver of risk profile

– Eg risk of buying catalogue goods from a supplier is very different to the risk of running a 

clinical trial & interacting with patients

– At GSK, activity is defined consistently across business via the use of commodity codes

– Risks which may be associated with each commodity code are determined by risk 

Subject Matter Experts (SMEs)

– Risk is then confirmed as present during the risk assessment of the engagement

Activity
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– The presence and magnitude of some risks can be affected by geographical location

– Different countries have varying

– legislation and track record regarding labour rights, health & safety, waste disposal, environment

– Corruption Perceptions Index scores (ABAC)

– Not a case of consistently ‘high’ or ‘low’ risk across all these elements

– Within geographical regions there can be significantly different risk levels

Geography
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https://www.transparency.org/cpi2018


Corruption Perceptions Index example
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– Can be an indicator of risk if used with care

– Important to consider the relative value of money throughout the world

– Even a relatively low spend engagement can be critical if acquiring novel or single 

sourced goods/services

– Consider any transfer of value

Spend/Value of engagement
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How we manage third party risk at GSK
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– GxP – GCP, GCLP, GMP, GLP

– Human Biological Samples

– Human Safety Information

– Inappropriate Promotion

– Information Risk & Operational 

Technology

– Privacy

– Crisis & Continuity Management

– Suppliers Who Are Also Customers

– Sanctions

Risks associated with working with Third Parties 

Risk areas assessed by Third Party Oversight (TPO) programme
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– ABAC

– Access & Benefit Sharing

– Animal Welfare

– Conflict Minerals

– Competition Law

– Contingent Workers

– Data Integrity

– Environment & Community Health & 

Safety

– Labour Rights

– Environment, Health & Safety R&D 



– At GSK we have a structured approach to Third Party Risk Assessment utilising a logic 

based electronic questionnaire

– Commodity codes – define activity & inherent risks present based on activity performed

– Considers geography involved, spend & level of business impact

– Follows a series of questions based on above factors and responses provided throughout 

the questionnaire

– Risk profile output with Due Diligence next steps

Third Party Oversight Programme

Identification of Risk with a given engagement/vendor
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– Third party questionnaire

Third Party Oversight Process

– New engagements

– New third parties

– Initiate / Prioritise

– CAPA agreement

– Treatment

– Key TPO Roles

– Business 

Owner
– TPO 

Service

– Subject 

Matter 

Experts
– Expert support provided by 

a third party vendor for scale and 
expertise

– Trio
– Compliance
– Legal 
– Procurement

– Manage & monitor

16

– CAPA creation

– Decide treatment

– Assess

– Due Diligence



– Commodity codes trigger GCP questions

– GCP confirmed as in scope by engagement Business Owner

– GCLP questionnaire to send to Third Party 

– All other GCP activities reviewed by SME eg protocol review/contract review and any 

necessary actions taken with CAPAs raised if necessary

Clinical Due Diligence
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– The risk profile output from the Risk Due Diligence exercise determines the risk area for 

which oversight is required

– Guidance provided to Business Owners on what form that oversight should take

– Any CAPAs identified can be included in the Oversight Plan

– TPO combines both Corporate and R&D risk oversight

Ongoing Oversight
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– Structured Process, delivers consistency globally

– Expertise

− TPO delivers appropriate, proportionate and defendable risk management in line with legal, 

regulatory and industry standards

− GSK risk subject matter experts bring detailed knowledge not always available at locally

− Diligent, defendable and documented

− Local control

− The Business remains accountable for the Third Party risks and agrees to any resulting CAPAs

– Independent Risk Due Diligence Managers (impartial & experienced)

Advantages of a Structured Risk Due Diligence 

programme

Risk Due Diligence Programmes - Helen Wood 19



– All data from the risk assessment is uploaded into cloud based software through which 

the assessment process is managed

– Fully searchable, can generate reports

– Allows interrogation of risk profile of engagements to instruct future changes

– Can be used to mine data for other purposes

– Brexit impact planning (using location)

– GDPR (using location & privacy risk rating)

Assessment Process Management & Metrics
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Engagement 
Compliance

Enterprise 
risk visibility

Proactive 
enterprise risk 
management

Evolution

Structured Risk Due Diligence & Analytics
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Assurance that an individual engagement has completed appropriate Risk Due Diligence

By collating all individual assessments greater visibility of all engagements at a 

Third Party – efficiency savings can be identified throughout process eg DD, 

Quality audit etc

Can proactively use data to instruct future changes and adjustments in risk

Management. Improve proportionality



– Proportionality!

– Application required across a range of interactions, geography and third party types

– Leveraging external best practice & feedback

– Working with third parties to provide some elements of the programme 

– Listening to and addressing feedback about ease of use/proportionality

– Evolution 

– Review of the data has allowed us to identify low risk engagement types which can now progress 

to contract without a Third Party Risk Assessment, where contractual controls and oversight are 

sufficient to manage the risk

– Regular review of data to inform risk profiles/threshold settings etc

Learnings
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– Risk Due Diligence has a key role to play in Third Party risk management

– Risks present themselves from a variety of sources within a single engagement

– Many benefits to having a structured approach to Risk Due Diligence

– Proportionality is key to having an effective Risk Due Diligence Programme

In Summary
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Questions?

Thank you



– Is it a centralised process run by specialist DD managers or incorporated into 

Procurement/CM function

– Do you have a structured framework

– Do you use external providers for any aspects of DD eg CSR/back ground checks

– What feedback do you get from your suppliers on your Risk Due Diligence process?

– Do you think that your Risk Due Diligence process is proportionate?

Questions to the audience
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