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Disclaimer

This presentation is infended to provide only general information and comment to
the public and does not constitute a legal advice. If you have any specific

questions about any legal matter you should consult your attorney or other
professional legal services provider.

The views expressed in this presentation are the presenter’'s own and do not
necessarily represent the views of Celgene or PCMG.



Poll

Do you think that

Regulation (EU) 2016/679 Of The European Parliament And Of The Council
of 27 April 2016

on the protection of natural persons with regard to the processing of personal data

and on the free movement of such dafa, and repealing Directive 95/46/EC

General Data Protection Regulation or (“GDPR”) Is:

)
2)
3)
4)
5)

Good ideq;

Bad ideq;

Good ideq, but badly implemented;

Bad idea, but good implemented,;

| have no idea what are you talking about.
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Raison d'etre for the GDPR

To prevent abuse of personal
data, such as:

* Nationalities discrimination
during World War I

2 « abuse of government power,
2 parficularly in respect fo civil
liberties, often specifically

related to mass survelllance

 Recent cases of privacy
abuse (Facebook, Google,
e.d.) TR .




Goals of GDPR

v To ensure protection of the
~ fundamental privacy rights
\ v To update the privacy laws
w (previous directive was issued
more than 20 years ago); and

"V To unify the 28 disparate
privacy Iawsof ’rhe EU member
states. I S He
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GDPR: key boundaries

« Who:

all companies processing the personal data of data
subjects residing in the EEA have to comply

* Where:

European Union + EEA countries (Norway, lceland,
Lichtenstein)

 When:

effective date: EU countries- 25 May 2018,
- EEA countries — 6 July 2018

 If in breach:
Jouree s /luplood wimediaoigiwidpediajcommens/ gdministrative fines up to 20 min EUR, or up to 4 % of
the total worldwide annual furnover of the preceding
financial year, whichever is higher




What is Personal Data?

“Personal data” means any information relating to an identified or identified natural person (“Data subject”); an
identifiable natural person is one who can be identified, directly or indirectly[...](art.4 (1) GDPR).

Mobile device ID Email address
Marital status Job title

Signature Attendance Records

Photographic and video images (CCTV)

Patient Data

Next of kin Date of birth

Travel booking details

Healthcare Professional Profiles
Telephone number

Employee ID ' Name IP address
Smoking History Staff Vendors Identification documents
Health Data Patents Medical history
Prescribing history  pjetary requirements Nationality Bank account details

Adverse effects

Biometrics Genetic Lifestyle factors
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Rights of Data Subjects

o0

Data Subject (DS)

All natural persons whose
personal data (PD) is
processed by a controller or
processor in line with art. 3
GDPR.

under the GDPR

Right to be informed
Provide the information listed in Art. 13 if the
PD was provided by the DS or Art. 14, if not.

Right of Access
Confirm and if applies, provide access to the
DS own PD and the information listed in Art.15.

Right to Rectification
Allow the rectification of inaccurate PD and the
provision of supplementary data.

Right to Erasure - "Right to be Forgotten”.
Erase the PD, when a DS request so and there
are no legitimate grounds for retaining it.

Right to Restriction of Processing
Impede the processing of PD under the
situations stated in Art. 18, e.g. it is unlawful.

Notification Obligation
Notify any rectification or erasure or restriction
of processing to each Recipient. Exempt Art.19

Right to Data Portability
If Art.20(1) applies, give back the PD as
required and allow the transfer to another DC.

Right to Object

Provide the option to object the processing if
the conditions in Art.21 apply. Also, quickly
respond and demonstrate legitimate grounds.

Automated decision-making

Do not base a decision solely on automated
means, include profiling, which produces legal
or similar effects. Exempt Art.22(2)(4)

Others
e.g. communication about a PD breach,
withdraw of consent and compensation.
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Data flow ip clirljcql frials

Clinical trial
agreement

Site/Physician Patient

CRO
Vendor Contract contract ]

Sub
Service on’rroc’red

prOViderS Service
providers




Who is responsible: controller and
processor

e Art.1 GDPR:
Where it becomes

(8)"controller’ means the natural or legal

person, public authority, agency or other i .
body which, alone or jointly with others, d IffICUH-
determines the purposes and means of = Sponsor vs Site

the processing of personal data; where
the purposes and means of such
processing are determined by Union or
Member State law, the controller or the
specific criteria for its nomination may be
}orovided for by Union or Member State
aw;

Multiple sponsors

Collaborative industry projects

Real world evidence studies

(?)"processor” means a natural or legall
person, public authority, agency or other
body which processes personal data on

behalf of the conftroller.
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Risk management of outsourcing

Privacy by design:
» Role of Data Protection Officer;
» Conduct Data Privacy Assessment;

> Implemen’ro’rion of SecuriTy Risk Rating = Likelihood x Severity
measures; — B To
» Know your sub-contractors; =
» Appointment data profection P 8] o 2| 13
representafive; i B ¢
» Communication and reporting TG
obligations. —
——
_— . e e . ] ,.-;‘.A:nc.,. | o
P MG ;og;gz;ﬂz;{év;g;;gggeshore.neT/PECBCERTIFICATION/ou’rsou‘rlcllng—nsk—
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CALM

AND

COMPLY WITH
GDPR

Source: https://work-work.no/keep-calm-and-gdpr/
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Backup slides
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Legal grounds and lawful basis - processing lawful if at least one of legal bases below

Consent

The consent of a dala subject to the
processing of his/her personal data

Contractual necessity

Processing is needed in order 1o enter
into or perform a contract

Legitimate

P O

Legitimate interests WCEESSY Lawfulness Legal obligations
There is a weighed & balanced legitimate of ) T — The controller is obliged to process
interest where processing is needed and processing IF:I A personal data for a legal obligation

the interest is not overridden by others /‘J :

Vital interests

It is vital that specific data are processed
for matters of life and death

Public interest

Public authonties and organizations in
the scope of public duties and interest

ydor/legal-arounds-lawful-processina-personal-data



Biological samples

- Recital 34 in the Regulation "Genetic data should
be defined as personal data relating to the
inherited or acquired genetic characteristics of @
natural person which result from the analysis of a
biological sample from the natural person in
qguestion, in particular chromosomal,
deoxyribonucleic acid (DNA) or ribonucleic acid
(RNA) analysis, or from the analysis of another
element enabling equivalent information to be
obtained.”

Human tissue # personal data?

« Scientific research of human tissue could be
subject to national derogations infroduced by
Member State law.
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